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|
Getting Started

For a smooth registration, please read the following points before starting:

N o gk~ wDbd R

Backup and save your personal data from the mobile device before you begin.
Only support Android 4.0 and above

‘Rooted’ devices are not supported.

Username and password refers to GUID and GUID password.

You must set a 6 character (letter or number) PIN for the device.

Password should not be easily guessed (e.g. DO NOT USE AAAAAA, 111111)

If you forget your passcode and have entered your passcode incorrectly 10 times, your
device will be forced to wipe all data (factory reset). If failed to enter your passcode
incorrectly after a few attempts, DO NOT RESTART your mobile device, immediately
contact your local GTS helpdesk x3888 for further instructions.

Remove existing firm provided Notes Traveler mail client

Once you have entered your credentials to begin the registration, an email will be sent

to you with the required server name and PIN.

10.You will need to encrypt the device to protect your personal and firm data.

11. After encryption you will need to enter your device passcode upon starting your device

each time, if entered incorrectly 10 times, your device will be forced to wipe all data

(factory reset) from the internal mobile device storage. Do not forget your passcode.
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Removing Notes Traveler

Step 1:
1. If you are an existing Notes Traveler
user, please remove the existing Notes
Traveler before registration.
Lotus
raveler 2. Tap Lotus Traveler Apps

@ You must uninstall the existing client
first before you can install the new
Notes Traveler client.

1. Tap Menu button and then Tools

Lotus Traveler

’ 2. Tap Uninstall application

Connected to server. Device is

currently up-to-date. Report Problem

Replace Data
View Log
View Security

Check for update

~ ) ‘. Uninstall application -

-
Sync Now

Tools
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Step 3:

Warning: This will remove all of your 1. Tap Yes to confirm to remove the
data. Lotus Traveler

2. Tap OK

. Lotus Traveler

Application will be uninstalled

Step 4:

ol (O 5 Ol B L 1. Uninstall complete.

. Lotus Traveler

Uninstalled
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|
Mobile Device Registration

Step 1:

1. Scan the QR code or type
https://mobileapps.pwchk.com/MobilityRegistratio
n/MobilityRegistration.html

in your Internet Browser

@ Recommend to use the default mobile device

manufacturer Internet browser.
171
Q%

QR Droid (Android

Recommended QR code reader for Android
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Step 2:

1. Read the Terms of Service and

tap 'Close This Window' at the bottom to
exit.

Terms of Service

1. Purpose of the Policy: This policy outlines
Androld devices entitlements for PwC partners and
staff participating in the pilot.

2. Exclusions: This pilot is open to a limited
number of partners and staff in the Beijing,
Guangzhou, Hong Kong, Shanghai and Shenzhen
offices. These positions will be filled on a first
come first serve basis.

3. Application: The Mobile Device Registration
webpage https:/wsprd byodportal. com/reg on the
GTS Portal will explain the program and allow you
to apply on-line. When the limited pilot positions
are filled, any further applicants will be placed on
a waiting list of candidates. However, there is no
guarantee that additional spaces will be made
available during the pilot, It is not required that
anyone participate in this program.

4. Personal Liability: Personal liability means that
the individual enters into an agreement directly
with the respective telecommunications carrier
and is responsible to meet all the terms and
conditions set out by the carrier, Under a personal
liability arrangement, PwC will have no

invalunmant in nesac

tave svieh wns n Tha sae
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Step 3:

ik PwC
pwe Register Your Android

Please login below with your enterprise credentials to
begin the registration process for your device

Username: |iyip002

Password: l

Owner: Employee Owned Device

Terms: Please click here to review the Terms of
Service and End User Agreement

| Agree To The Terms

Let's Register

Global Technology Solutions

Enter your GUID/GUID Password.

Tap the | Agree To The Terms
checkbox.

Tap Let’s Register

Be Patient, it will take 10-15
seconds to load. If you get a warning
message about timeout or pending
device for registration, please check
your mailbox for an email from CNHK
GTS Mobility Admin for the Server
name and PIN, then skip to step 5.

Otherwise, reload the registration page

and attempt to register again or contact
your local GTS helpdesk.
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Step 4:
1. You will get the PIN and server information,
i PwC Please RECORD it down or capture a
pwe  Final Steps screenshot.

(An email with the same information will also

be sent to your Mailbox)
The final step is to Install the Mabilelron client, cpen It

and enter the PIN and server address below when 2. Tap Get App
prompted. You may also be prompted for your
enterprise credentials, PIN will expire in 120 hours, ® For devices bought in China that may not

Server: mobile.pwchk.com include Google Play, you may download the

software from:
PiN: 191700 https://support.mobileiron.com/MIClient-la
Install the Mobilelron MyPhone@Work™ Client from the test.apk

Android Market.

Get App
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1. Install Mobile@work from Google Play store

Mobile@Work 2. After install the app, click Open

MOBILEIRON

Rate & review

What's new

Step 6:

? B G| Rl 1. Enter the following information in Moblieiron

Mobile@Work Mobile@work -

= Server Address - mobile.pwchk.com

= Registration PIN - As recorded or from
the mail sent to your Mailbox

mobile.pwchk.com

| 2. Tap Register
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T oam

Mobile@Work

Mobilelron Installation

| Additional steps are required to complete
the installation of the Mobilelron app.
Please tap the highlighted button below
and follow the instructions.

>onfiguration Update 1. Activate device administrator for the
Mobilelron app
Your Mobilelron admin has provided an update
for your device. Follow the setup instructions NS
that appear. m

N"’" Device Administration 2, Install the Samsung DM Agent
3

3. Activate device administrator for the Samsung
DM Agent

oy N

e [ T lm

@ Activate device administrato..

e Change the screen-unlock
password

e Set password rules
Cont the lenc at
o

Cancel

Global Technology Solutions

Activate Device administrator for
the Mobilelron app, Tap
CONFIGURE

Tap Activate
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) (o] (32 s lm R AN

: Ly 5 e QY G
Mobile@Work < L3 security

Mobilelron Installation Find my mobile web page
Additional steps are required to complete
the installation of the Mobilelron app. Passwords
Please tap the highlighted button below

and follow the instructions. _—
Make passwords visible
1. Activate device administrator for the

Mobilelron apj - o -
P Device administration
- Device administrators

2. Install the Samsung DM Agent

st gnknown sources

3. Activate device administrator for the Samsung
DM Agent

Credential Storage

Trusted credentials

™ 7 oalm Cr [ & G2 . Jlm

Mobile@Work @ Activate device administrato..

Mobilelron Installation fe! Saimsung DM Agent
Additional steps are required to complete 5
the installation of the Mobilelron app.
Please tap the highlighted button below
and follow the instructions.

1. Activate device administrator for the
Mobilelron app

2. Install the Samsung DM Agent e Erase all data

- waring by et 3 acior
lata reset

3. Activate device administrator for the Samsung e Change the screen-unlock
DM Agent password

 hcvete

Cancel

Global Technology Solutions

1. Enable Unknown sources and
tap OK

@ This step may vary between
different mobile device
manufacturers.

1. Tap Activate to enable device
administrator rights for the Samsung
DM Agent.
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: ' - =l 1. The System will check your existing
’ﬂ Mobile@Work Screen unlock settings

passcode if your passcode is not a 6

character (letter or number) PIN. You

are required to change to a secure
passcode. Tap CONFIGURE

Configuration Update

Your Mobilelron admin has provided an update
for your device. Follow the setup instructions

that appear 2. Tap PIN (number only) or Password
J Password (Number and Letter)

CONFIGURE

PIN

Password

Step 10:

: : . = 1. Enter the password twice to confirm
L} selectPIN Select PIN

Select PIN Confirm PIN

your new PIN/Password
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Device Data protection

Step 1:

o= B 1. Encryption Configuration is
Mobile@Work required from Mobilelron. Tap
CONFIGURE to start.

@® You MUST backup or save your
data before proceeding with
this step. In order to protect
your data, once encrypted,

Configuration Update

Your Mobilelron admin has provided an update

:zra[y::rpg::ice. Follow the setup instructions d EVI CeS that d 0 nOt su ppOft
. decryption will need to perform
£ Encryption a full device wipe (factory

_ reset), which will remove all
CONFIGURE .

data from the primary storage
of the device. Also note that
encrypting some devices may
cause slow performance;
please refer to our registration
FAQ for more details.
(http://gtsportal/mobility/FAQs.htm

)

@ Your mobile device MUST be
connected to your
manufacturer power adapter
and plugged into the wall
socket for this step, DO NOT
use a USB cable connected
from your computer! During the
encryption, you will not be able to
use your phone or receive any
data or phone calls.

@ You will need to set a device
passcode to proceed with this
step.
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50 |oe a3

@ Encrypt device

You can encrypt accounts, settings,
downloaded applications, and their
data, media, and other files. Once
you encrypt your device, a
password will be required to
decrypt it each time you power it
on.

Encryption takes an hour or more.
Start with a charged battery and
keep device plugged in until
encryption is completed.
Interrupting may cause you to lose
some or all data.

Charge battery to above 80%

Step 3:

[ EAKNI™ 3 F Ll 1:37 PM

@ Encrypt device

You can encrypt accounts, settings,
downloaded applications, and their
data, media, and other files. Once
you encrypt your device, a
password will be required to
decrypt it each time you power it
on.

Encryption takes an hour or more.
Start with a charged battery and
keep device plugged in until
encryption is completed.
Interrupting may cause you to lose
some or all data.

Encrypt device

1. Battery needs to be at least 80%

charged before encrypting the
device.

Tap Encrypt device to start the
encryption, the device will reboot
and start to encrypt.

Please note that encryption may
take at least 30 — 60 minutes or
more to complete. Keep
charging your device during
this time and MUST NOT
interrupt the encryption
process! Interruption can
potentially CAUSE DATA
LOSS!

1. After device reboot, the encryption
process will start. Wait until it reaches
100% to complete.

Encrypting...

Wait while device is encrypted. 3%
complete

2. The device will reboot again.

@ DO NOT disconnect the device
power adapter until the encryption
is complete!

Global Technology Solutions
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Step 4:

a AR PIN S sR @B LLGE NS S MEC 1. Once the device restarts, you need to
L input the encryption password which

is the same as your device
passcode, then tap done.

@ This password is required every time
you restart your device.
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|
Certificate configuration for Wifi

Step 1:

)

Mobile@Work

Configuration Update
Your Mobilelron admin has provided an update

for your device. Follow the setup instructions
that appear.

}, Certificate

CONFIGURE

Step 2:

Name the certificate

ewaterh oopers Asia Root_1

Global Technology Solutions
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’;\ Certificate Setup

Certificates are about to be provisioned on your
device.

1) If prompted for a password, press and hold in
the password field and then tap Paste.

2) To ensure successful setup, do not change
the certificate name

1. Certificate Configuration is required
from Mobilelron. Tap CONFIGURE to
start.

2. Tap Next

1. Tap OK to install the first certificate
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Step 3:

1. The certificate password is already
copied into the device clipboard

2. Hold your finger on the password field
Extract from until Paste appears, then tap Paste and

Extract from 4bca9eal_fcde_43a0_bedf_e9...

OK

------------------------------------ 3. Keep the Certificate name unchanged
— and click OK

4. Certificate install completed

@ Wi-Fi Configuration Ready

Name the certificate

_43a0_b6df_e9193¢1798e9

| Cancel

Step 6:

< LY wi-r 1 1. Go to Android Wi-Fi setting to bring up

the list of available wireless networks.
Note: you will need to be in the office for
MobileConnect this step.

Wi-Fi networks ) Scanning

belkin.7fe.quests 2. The new Wi-Fi network MobileConnect
is now available.
MFC
3. Tap MobileConnect and then
tap Connect to start using the office Wi-Fi

Add Wi-Fi network

@ If you do not see the MobileConnect network
or appears as Not in range then turn off then
turn on your Wi-Fi again

Wi-Fi Direct
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|
Install PwC apps

Step 1:

1. The Mobilelron installation creates the Mobilelron
icon on your home screen.

2. Tap the app to access and browse the PwC

AppStore

Mobilelran

Step 2:
1l 3:31 PM 1. TapIn-house Apps
Mobile@Work

Google Play Apps

In-house Apps
Global Technology Solutions Page 20 of 23

© 2018 PricewaterhouseCoopers. All rights reserved. "PricewaterhouseCoopers" refers to the Hong Kong firm of
PricewaterhouseCoopers or, as the context requires, the network of member firms of PricewaterhouseCoopers International
Limited, each of which is a separate and independent legal entity.



Mobile Device Registration for Android Version 3.2

Step 3:

iy |
In-house Apps

1. Tap the Apps you want to install

All

Lotus Traveler

Available

“ Sso Available

vLeave

vContacts

: '.u i8PM 1. Tap Download to first download the
Description PwC apps into your device

2. Tap Install to install the PwC apps

3. Tap Install to confirm the installation

»

Application Installed and Tap Open

@ Note: When not installing apps, it is
recommended to uncheck “Unknown
Sources”from “Settings -> Security”to
protect your device from malicious

apps.

% SS0 % SSO

Do you want to install this v/ Application installed
application?

Allow this application to:

e Network communication
full netwe

« Phone calls

Show all
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Email Configuration

Step 1.

1. Install Lotus Traveler from the

|n-house Apps Mobilelron In-house apps store.

Al Featured

Lotus Traveler

Available

S ) I PM B : 3 2-:04 PM
5 MN203PM B LB 5o F a0 2:04 PM 1. Tap Download and then Install
Description Description Lotus Traveler
m Lotus Traveler Available m Lotus Traveler Available
2. Tap Install and Open Lotus
Updated on: 26/06/2013 Download completed, click on Install button Traveler
Size: 4.46MB to install the app.
Description Updated on: 26/06/2013
Size: 4.46MB
Stay updated with the latest mail and
calendar invites. Read and respond to Description
emails while online or offline for flexible
workforce productivity Stay updated with the latest mail and
calendar invites. Read and respond to
Mail emails while online or offline for flexible
- Instantly view your mailbox with one tap workforce productivity
Clean and simple layout
- Move mail to the desired Personal Folders Mail
- Auto look up mail recipient name by Instantly view your mailbox with one tap
entering their PwC initials - Clean and simple layout
- Customisable mail notifications - Move mail to the desired Personal Folders
- Search for mail or folders - Auto look up mail recipient name by
Customisable signatures entering their PwC initials
Orréd p o

B+ i 7 Ll M2 v E & .l l2:04F

@ Lotus Traveler @ Lotus Traveler

Do you want to install this v/ Application installed
application?

Allow this application to:
e Your personal

Services that cost you
money

directly call phone numbers

Your messages

sive text messages (SMS)

Network communication
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Step 3:

% .l M 2:04 PM

Lotus Traveler

International Program License Agreement
Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING,
IACCESSING, CLICKING ON AN "ACCEPT" BUTTON,
lOR OTHERWISE USING THE PROGRAM, LICENSEE
IAGREES TO THE TERMS OF THIS AGREEMENT. IF
[YOU ARE ACCEPTING THESE TERMS ON BEHALF
OF LICENSEE, YOU REPRESENT AND WARRANT
[THAT YOU HAVE FULL AUTHORITY TO BIND
LICENSEE TO THESE TERMS. IF YOU DO NOT
IAGREE TO THESE TERMS,

* DO NOT DOWNLOAD, INSTALL, COPY, ACCESS,
CLICK ON AN "ACCEPT" BUTTON, OR USE THE
PROGRAM; AND

* PROMPTLY RETURN THE UNUSED MEDIA,
DOCUMENTATION, AND PROOF OF ENTITLEMENT
O THE PARTY FROM WHOM IT WAS OBTAINED
FOR A REFUND OF THE AMOUNT PAID. IF THE
PROGRAM WAS DOWNLOADED, DESTROY ALL

[COPIES OF THE PROGRAM.

1. Definitions

Do Not Accept | Accept

Step 4:

m Lotus Traveler

Server:

https://appmail06.pwchk.com/travel

User name:

9003001

Password:

Next Cancel

1. Tap Accept to agree to the Lotus Traveler
license agreement.

1. Enter the following for the Lotus Traveler

configuration
e Server:

https://appmail06.pwchk.com/traveler
e User name: GUID

e Password: GUID Password

Global Technology Solutions
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Step 5:

B (o] 53 5 Ll M 2:38 PM

@ Activate device administrato..

@ Lotus Traveler Security

Activating administrator will allow Lotus
Traveler to perform following operations

e Erase all data
Erase the phone's data without
warning by performing a factory
data reset.

Change the screen-unlock

password
Change the screen-unlock
password

Set password rules
Control the length and the
characters allowed in screen-
unlock passwords.

Monitor screen-unlock
attempts

Cancel

5 7 .alll 2:38 PM

Lotus Traveler

Sync

Mail and Calendar
Contacts

To Do

Data storage

Removable
3.95 GB available

GIHE]
4.05 GB available

Global Technology Solutions
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1. Tap Activate to enable device
administrator rights for Lotus
Traveler

1. Lotus Traveler must be installed in
the Internal Data Storage

2. Tap Finish to complete the
installation

3. Configuration Completed

Configuration was successful.

Lotus Traveler is now
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Step 7:

‘ D 1. Lotus Traveler package installed in your
AiD G @ o

Lotus Calendar To Do Mail Lookup
Traveler
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